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Abstract

In this age of information and technology, Internet plays the pivotal role for the exchange of
huge amount of information. It influences not only all spheres of human life but also all age
groups of man. Even if the internet has changed our society fundamentally, the information over
internet is not free from any illegal access or harm. Thus the security and safety of information
has become the major challenge of the present time. With the rapid growth of users, the cyber
crime cases are also increasing and are not restricted by any geographical limitations or national
boundaries in the world. Over the past few years India has witnessed many cyber crime cases.
And it is a matter of great concern as it has direct negative impact on economic and social lives
of people. Our research work is based on the quantitative analysis of cyber crime cases of last
four years under the IT Act and Indian Penal Code in top vulnerable states and cities in India.
And further we include the description of different motives of cyber crime activities and the
offences along with some important remedial measures to minimize the cyber crime cases.
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INTRODUCTION

Today, world is undergoing second revolution. Every aspect of human life is being touched by
Information Technology. Everyday’s activities are affected in form, content and time by
computer. Computerization is replacing human tasks [2]. But the information over internet is not
free from any illegal access or harm. It is found that in the current decade, there is a remarkable
increase of crime rate on internet. Thus the security and safety of information has become the
major challenge of the present time. The crime on internet is termed as cyber crime and in simple
meaning cyber crime is unlawful acts wherein the computer is either a target or a tool or both. A
crime committed or facilitated via the internet is a cybercrime. Cyber Crime is any criminal
activity involving computers and networks [1].Cyber crime is regulated by cyber laws or internet
laws. The criminal activities that are traditional in nature such as theft, fraud, forgery, defamation
and mischief are subject to the Indian Penal Code whereas the abuse of computers such as
hacking, phishing, Email Spoofing, Email spamming, Email bombing etc. are addressed by the

Information Technology Act 2000.

Cyber Laws: Indian Penal Code and IT Act2000

Cyber law is important because it touches almost all aspects of transactions and activities on and
concerning the internet, the World Wide Web and Cyberspace. Cyber laws are meant to set the
definite pattern, some rules and guidelines that define the different business activities going on
through internet and categorize the activities as legal and illegal. The activities which are illegal
are punishable as per the laws. Cyber crimes can involve criminal activities that are traditional in
nature such as theft, fraud, forgery, defamation and mischief, all of which are subject to the
Indian Penal Code.

In the Year 2000, India enacted its first law on Information Technology which is called
Information Technology act 2000.The IT Act 2000 attempts to change outdated laws and
provides ways to deal with cyber crimes. The preamble to the IT Act 2000 indicates three fold
objectives [3]. Firstly, to provide legal recognition for transactions carried out through electronic
means. Secondly, to facilitate the electronic filing of documents with government agencies, and

thirdly, to amend certain Acts, inter alia ,the Indian Penal Code 1860,Indian Evidence Act 1872.
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The IT Act 2000 provides legal validity and recognition to electronic documents and digital
signatures and enables to draw conclusion of legally valid and enforceable e-contracts. It also
provides a regulatory regime to supervise the certifying authorities issuing digital signature
certificates and created civil and criminal liabilities for contravention of the provisions of the IT
Act 2000.1t also conferred the power on the central government to appoint Adjudicating
Authority to adjudge whether a person has committed a contravention within the meaning of the
Act. But with the advancement of technology, many loopholes of the Act were noticed that led to
the passage of the Information Technology (amendment) Act 2008 which was made effective
from 27 October 2009[3].

3 . Types of cybercrime most prevalent in India:
3.1. Cyber crime under IT ACT-
e Tampering with computer source documents-sec.66
e Hacking with computer systems, data alteration-sec.66
e Publishing obscene information sec 67
e Unauthorized access to protected system sec70
e Breach of confidentiality and Privacy-sec.72

e Publishing false digital signature certificates Sec.73

3.2. Cyber crime Under IPC —

¢ Sending threatening messages by email-Sec.503
¢ Sending defamatory messages by email-Sec.499
e Forgery of electronic records-sec.463

e Bogus websites, cyber fraud-Sec420

e Email spoofing-Sec383

e Web Jacking-Sec383

e Email abusing —Sec500

.

3.3. Cyber crime under special Act-
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e Online sale of drugs under Narcotic Drugs and Psychotropic substances Act
e Online sale of arms Act
4. Statistical Report on Cyber Crime in India
Table-1(Cyber crime cases registered under both IPC and it act 2000 in top ten states of India)

STATE 2010 | 2011 | 2012 | 2013
MAHARASTRA | 246 | 443 | 561 | 307
ANDHRA

PRADESH 171 | 372 | 454 | 651
KARNATAKA 176 | 160 | 437 | 533
KERALA 156 | 245 | 312 | 383
WEST

BENGAL 60 57| 309 | 342
UTTAR

PRADESH 41 | 114 | 249 | 682
MADHYA

PRADESH 35| 103 | 197 | 342
RAJASTAN 55| 146 | 154 | 297
PUNJAB 68 79| 78 | 156
ASSAM 18 31| 28 | 154
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Fig-1(Percentage variation of Cyber crime cases registered under both IPC and it act 2000 in top
ten states of India)

Table2 (Cyber crime cases registered under both ipc and it act 2000 in top ten cities of India)

CITY 2010 | 2011 | 2012 | 2013
BENGALURU 49 | 121 | 349 | 417
VISHAKHAPATANAM 31| 126 | 154 | 175
PUNE 58 83| 108 | 100
DELHI 41 99| 80 | 150
JAIPUR 27 oG /3 131
KOLKATA 13 22| 68 96
KOCHI 10 37| 65 37
HYDERABAD 56 67| 42 | 160
MUMBAI 49 33| 35 | 132
CHANDIGARH 0 0| 33 11
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Fig2(Percentage variation of Cyber crime cases registered under both IPC and 1T Act 2000 in
top ten cities of India)

Table3 (Cyber crime cases registered under both IPC and IT Act 2000 in top ten Metro cities of

India)
METRO
CITY 2010 | 2011 | 2012 | 2013
MUMBAI 49 33| 105| 150
DELHI 41 99 80| 132

KOLKATA 13 22 68 96
CHENNAI 25 17 15 13

A Monthly Double-Blind Peer Reviewed Refereed Open Access International e-Journal - Included in the International Serial Directories
Indexed & Listed at: Ulrich's Periodicals Directory ©, U.S.A., [JsERIREEELLE as well as in Cabell’s Directories of Publishing Opportunities, U.S.A.

International Journal of Management, IT and Engineering
http://www.ijmra.us



June
2015

VHE Volume 5, Issue 6 ISSN: 2249-0558

120

100
80
60 +—
40 +—
20 +—
° | | N N

MUMBAI DELHI KOLKATA  CHENNAI

-20

Fig3(Percentage variation of Cyber crime cases registered under both IPC and 1T Act 2000 in

top ten Metro cities of India)

ANALYSIS OF FIGURES

The data have been taken from the national crime record bureau govt. of India. Here in this
study, we have analyzed the cyber crime cases registered under both Indian penal code and IT
act 2000 together since 2010 to 2013.In our study, we have considered the top ten vulnerable
states, cities and four metropolitan cities separately. From the above figure-1, it is observed that
the rate of increase of cyber crime cases is highest for Assam although the number of crime cases
registered for the state of Maharashtra is highest. The Figure-2 reveals that the percentage
variation of the cyber crime cases registered in the top ten cities of India from 2010 to 2013 is
highest for the city Bengaluru whereas the city Pune shows lowest among them .Similarly , from
figure-3,it is vivid that the metropolitan city Kolkata shows highest percentage variation of cyber
crime cases even if Delhi shows maximum number of cyber crime cases registered but Chennai
is the only metropolitan city which shows decrease in number of cyber crime cases registered.
CONCLUSION

The primary objective of the research undertaken has been to shed light on the evolution of the
dominance of cyber crime cases throughout India. This paper concludes that many types of cyber
crime prevailing in this technology based age. It is observed that in the current decade there is a

steady increase in the number of cyber crime cases in different states and cities of India. The
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cyber crime cases registered from 2010 to 2013 in different states and cities in India show a

consistent increase. So, it becomes clear that our cyber frameworks as well as Indian cyber laws

have still some issues to be solved as our Information Technology Act is unable to provide

complete protection to our cyber world. Thus it requires proper implementations of cyber laws

combined with the awareness and proper policy making.
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